NudopmannonHass naMaTKA /151 00y4AKOIIUXCH
Komubrorepubie BUPYChI

KoMunboTepHblii BHPYC - 3TO PAa3HOBHIHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOM SBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCBHI MOT'YT IOBPEAUTH WIM IOJHOCTBEO YHHYTOXXHUThH BCE
¢daiinbl U JaHHBIE, MOJKOHTPOJIbHBIE IOJIb30BATENIO, OT HMMEHH KOTOpPOro Oblia
3alylieHa 3apaXkéHHas IpOorpaMMa, a TaKKe IOBPEAUTh WIM JaXK€ YHUUYTOXKUTH
OIEpaIlMOHHYI0 CUCTEMY CO BceMH (QailiaMu B 11eioM. B OOJBIIMHCTBE CilydaeB
pacIpoCTpaHAIOTCA BUPYCHI uepe3 IHTepHeT.

MeToab! 3a1IUTHI OT BPEAOHOCHBIX IIPOIrPaMM:

v Hcrionib3yii  COBPEMEHHBIC OICPAIMOHHBIC CHCTEMBI, HMEIONIME CEPhE3HBIMI
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM.

v TlocTosHHO ~ ycTaHaBiuBaii  martdn  (UQPOBBIE  3alUIaTKH,  KOTOPBIC
ABTOMATUYECKH YCTAaHABJIMBAIOTCA C LEJNbI0 JTOpa0OTKH NPOrpaMMmbl) U JpPYTHE
OOHOBJIEHUSI CBOEH OINepalvoOHHON cucTteMbl. CKauuBail UX TOJBKO € O(UIHAIBHOTO
caiita pazpaborunka OC. Eciu cyiiecTByeT pekuM aBTOMAaTHYECKOTrO OOHOBJICHMS,
BKJIFOYU €TO0.

v PaGoraii Ha CBOEM KOMIIBIOTEPE II0J MpaBaMH I[OJb30BATENs, a He
aJMMUHUACTpATOpa. OJTO HE TMO3BOJUT OOJIBIUMHCTBY BPEAOHOCHBIX IPOTPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE.

v Ucnosb3yii AHTUBHUPYCHBIE IpOrpaMMHbIE IPOIYKTHI U3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHUSCKUM OOHOBJICHHEM 0as3.

v' Orpanudpb GU3NYECKUIN JOCTYIT K KOMITBIOTEPY VISl TOCTOPOHHHUX JIHII.

v/ Hcriosnib3yii BHEIIHWE HOCUTENW WH(OpPMAIMH, TaKue Kak (Ierika, JUCK W
(aiin U3 MHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX HUCTOYHHUKOB.

v ' He oOTKpbIBali KOMITBIOTEpHBIE (aibl, TOMYYEeHHBIE W3 HEHAaIEKHBIX
MCTOYHHUKOB. Jlaxke Te (haiipl, KOTOpBIE MpUCaT TBOM 3HAKOMBINA. Jlydille yTouHu y
HEro, OTHPABJISI JIK OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He BHI mepenauu JaHHBIX, HE TEXHOJOTHS, a BCETrO JHIIb OpEHI,
mapka. Eme B 1991 romy HuaepiaHiackas KOMMAaHHUS 3aperucTpUpoBasia OpeHI
«WECA», uro o6o3Hauano crnoBocoyeranue «Wireless Fidelity», koTopblii
NEPEBOJUTCS KaK «O0eCcpOBOAHASI TOUHOCTD.

Jlo Halero BpeMeHH Joluia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOU ke
TexHosorue. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUTO JaHO C HAMEKOM Ha
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CTaHAApT BBICIIMK 3BYKOBOW TexHuWkW Hi-Fi, 4To0 B mepeBome o3HA4YaeT «BBICOKAs
TOYHOCTBY.

Ha, OecruiaTHBI WMHTEpPHET-AOCTYN B Kade, OTENsAX M a’dporopTax SBIAETCS
OTJIMYHOM BO3MOXHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTHE 3KCHEpThl CUMUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CogeThbl 110 0€30I1aCHOCTH PadoTe B 00IIENOCTYMHBIX ceTax Wi-Fi:

v' He nepenaBaii cBoro IHuHyr0 HHpOpMAIHIO Yepe3 obmmenoctymnabie Wi-Fi cerw.
PaboTas B HUX, *KeNaTeTbHO HE BBOJAUTH IMAPOJIU JOCTYIIA, JIOTHHBI U KaKUE-TO HOMEPA.

v’ Ucnionb3yii 1 OOHOBIISH aHTHBUPYCHBIE TPOTPaMMbI U OpanaMayep. Tem caMmbiM
ThI 00€30macuIllb ce0s OT 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO.

v Ilpu ucnons3oBarnun Wi-Fi otkimroun ¢yukmmo «O0mmii goctyn K daitmam n
npuHTepam». JlanHas QYHKIUS 3aKphiTa 1O yMOJYaHHWIO, OJHAKO HEKOTOpPHIE
MOJIb30BATEIHN aKTUBUPYIOT €€ /IS y100CTBa UCTIOIB30BaHMs B paboTe Win yueoe.

v' He ucronp3yii myGmuansit Wi-Fi 171 mepegayn THYHBIX JaHHBIX, HAIPEMED, IS
BBIXO/Ia B COITMAIbHBIC CETU WJIH B DJIEKTPOHHYIO TIOUTY.

v' Ucnionk3yii TONBKO 3anuiienHoe coeaunenne uepe3 HTTPS, a ue HTTP, 1.¢. npu
Habope BeO-aapeca BBOM UMEHHO «https://».

v' B mobuinsHOM Tenedone orkmoun  ¢QyHkimoo «llogkimrouenne k- Wi-Fi
aBTomMaTudecku». He pomyckait aBTOMaTH4eCKOTO MOIKIIOYEHHS YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusl.

ConmnaJjibHbIE CeTH

CoumanibHble CETU aKTUBHO BXOJST B HAIlly >KM3Hb, MHOTHE JIIOAU padOTaIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MULIHAP] YETOBEK, YTO
SBIIETCSI OOHOM CEIbMOM BCEX JKHTEIeH IUIaHeThl. MHOTHE I0Jbh30BaTelId HE
MOHUMAIOT, YTO MH(OpMaIs, pa3MelIeHHAs UMU B COIUATBHBIX CETSIX, MOKET OBITh
HalJileHa ¥ WCIOJIb30BaHAa K€M YTrOJHO, B TOM 4YHCJE HE 00s3aTelbHO ¢ OJlaruMu
HaMEpPEHUSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B CONMAJILHBIX CETHAX:

v OrpaHudb CHMCOK Jpy3eil. Y Te0s B APY3bsAX HE JOJDKHO OBITH CIIy4allHBIX U
HE3HAKOMBIX JIIOJIEH.

v’ amuiai cBOro YacTHYIO *xH3Hb. He ykaseiBail maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHUS U JPYTY0 JHUYHYH HHPOpMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCIIOJB30BaTh Jaxke MHGOPMAIMI0 O TOM, KaK Thl U TBOW POAUTEIN ILJIAHUPYETE
MPOBECTU KAHUKYJIBI.

v’ 3amuinai CBOK PENyTaIHMIO - IEPIKH €€ B YMCTOTE U 3a1aBaii ce0e BOIPOC: XOTE
OBI ThI, YTOOBI JPYTUe MOJB30BATEIN BUICIH, YTO ThI 3arpy»kaeib? [Togymaii, mpexe
YeM YTO-TO ONyOJIMKOBAThH, HAMMKCATh U 3arpy3UTh.

v  Ecii THI TOBODHILNGL C JIIOABMH, KOTOPHIX HE 3HAEIIb, HE HCIOJL3YyH CBOE
peabHOE UMS U JIPYTYIO JINYHYI0 HHGOPMAIIHH: UMsI, MECTO KUTEITHCTBA, MECTO yUEOBI
U Ipoyee.

v U3Geraii pasmemienus ¢ororpaduii B WMHTepHeTe, rie Th M300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO ONPEAEIUTH TBOE MECTOIIOJIOKEHUE.

v/ Ilpu perucrpanud B COILMAILHON CETH HEOOXOIMMO MCIOJIB30BATh CIOXKHBIE
MapoJiv, COCTOSIINE U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee 8.



v' JInst cOlMaibHOM CETH, MOYTHI W JAPYTHX CaUTOB HEOOXOIMMO HCIIOJIb30BAThH
pa3Hble napoau. Torna ecnu Te€0s B3JIOMAlOT, TO 3JO0YMBIIUIEHHUKH NOJy4YaT AOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DJIEKTPOHHBIE JeHbI'M — 3TO OYEeHb YAOOHBIM croco0 IuIaTekel, OTHAKO
CYILLIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH I€HbIH.

DNEeKTpOHHBIE JAEHBIW MOSBUJIUCH COBCEM HEJABHO M MMEHHO M3-3a 3TOT0 BO
MHOT'MX TOCYyAapCTBax 0 CHX IOpP HE MPOIKCAaHO PO HUX B 3aKOHAX.

B Poccun xe oHM QyHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TE MX
pa3zesaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MPOBOJIUTH oOlepauuu 0e3
UACHTU(UKALIMKM TI0JIb30BaTelNs, @ B HE aHOHUMHBIX HUJICHTU(DUKAIUS MOJIb30BaTEIs
ABJIsIETCS 005A3aTEIBHOM.

Taxxe cnenyer pasnuyarh  3JCKTPOHHBIE  (UATHbIE JEHBIU  (paBHBI
rOCy/lapCTBEHHBIM BaJIlOTaM) U DJEKTPOHHblE He(pUaTHbIE JEHbI'M (HE pPAaBHbI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IACHOH padoTe ¢ 3TeKTPOHHBIMH IeHbIAMM

v IIpuBSKH K CUETy MOOWJIBHBIA TeleoH. DTO caMblii YIOOHBIH U OBICTpPHIN
croco0 BOCCTAaHOBUTH JOCTYN K cueTy. [lpuBsizaHHbIi TenedoH IMOMOMKET, €Clu
3a0yellb CBOU MJIATEKHBIA MAPOJIb WIH 3ai€IIb Ha CAUT C HE3HAKOMOTO YCTPOUCTBA.

v’ Ucnons3yii ogHOpa3oBbie Hapon. [Tociie mepexona Ha YCHIECHHYIO aBTOPU3ALIHIO
Tebe yke He OyJIeT yrpoKaTh ONAaCHOCTh KPAKU UITM NIEPEXBATA MJIATEKHOTO MAPOJIS.

v' Boibepu citoxHbIi maposib. [IpecTynaukaM OyaeT He MPOCTO yraaaTh CIIOKHBIH
napoJib. Hamexunple mapoiau - 3To napoiu, KOTOpbIE COJepKaT HE MeHee 8 3HaKOB U
BKJIFOYAIOT B c€0s CTPOYHBIC W MPOMUCHBIE OYKBBHI, IU(PPHI U HECKOJIHKO CHMBOJIOB,
TaKue KakK 3HaK JoJiiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.1. Hanmpumep, StROng!;.

v' He BBO/IM CBOM JIMUYHBIE TAHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSIEIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAsI MOYTA - 3TO TEXHOJOTUS WU NPEJOCTABISIEMBIE €H0 YCIYTH IIO
MEPECHUTKE U TMOJIYYEHHUIO SJIEKTPOHHBIX COOOUIEHWH, KOTOpBIE paCHpeAeaioTcs B
KOMIBIOTEPHOU ceTU. OOBIYHO AJIIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIUT CIETYIOMIAM
oOpa3oM: HMs_MNOJb30BATENA(@HUMS_JoMeHa. Takke KpoMe Mepesayd IpoCcTOro
TEKCTa, UMEETCS] BO3MOXKHOCTb MepeIaBaTh (aiibl.

OcHOBHBIE COBETHI M0 0€30MaCHOM padoTe € 3JIEKTPOHHOM MOYTOM:

v Hayio BBIOpaTh NMpaBHIIBHBINA [MOYTOBBIM CEpBHC. B MHTEpHETE €CTh OrPOMHBII
BbIOOP OECTIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JYYIlle JOBEPATH TEM, KOTO 3HACIIb U
KTO NIEPBBIA B PEUTHHIE.

v  He ykasbiBaii B JIMYHOM Mo4YTe JMYHYH uH(popManuioo. Hampumep, myudre
BbIOpaTh «My3bIKaNbHbBIN _(paHat@» unn «pok2013» BmecTo «remal3y.

v/ crionib3yii JIBYXJTalHy0 aBTOPH3AIMI0. DTO KOTJA MOMHMO IapoJisl HY)KHO
BBOJUTH KOJ, MpUChLIaeMblii o SMS.



v’ BeiOepu CIIOXKHBIN Maposib. J{jist Kask1oro moYTOBOTO SAIIMKA JOJKEH OBITH CBOM
HAJICKHBIN, YCTOMYHUBBINA K B3JIOMY T1apOJIb.

v" Eciu ecTh BO3MOKHOCTD HAITHCATh CAMOMY CBO JIMUHBIN BOIIPOC, HCIIOJIB3YH 3Ty
BO3MOYXHOCTb.

v’ Ucnonb3yil HECKOJILKO MOYTOBBIX SIIMKOB. [IepBEIi I YaCTHOM MEPENMCKU C
aapecaTaMy, KOTOPBIM ThI IOBEPSAEHIb. DTO MIEKTPOHHBIN aIpeEC HE HAJI0 UCIIOJIb30BATh
[pU PETUCTPALIMU HA POpyMax U calTax.

v' He oTkpbIBaii (aiisibl U ApYyTrHe BIOKEHHS B MUChMaX JaKe €CJIM OHU MPHIILIH OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTHPABIISUIH JTU OHU TeOe 3TH (Paitsbl.

v Tlociie OKOHYaHHsI pabOThI Ha TIOYTOBOM CEPBHCE TIEPE]] 3aKPBITUEM BKJIAIKH C
caiToM He 3a0yap HaXKaTh Ha «BerdTm.

Kuﬁepﬁymmnr HJIN BUPTYAJIBHOEC U31€BaATEC/ILCTBO

KubepOysuiuHr - npecienoBaHue COOOLIEHUSAMH, COAEPKALIUMU OCKOPOJIEHMUS,
arpeccuio, 3amyruBaHue; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C IMOMOIIbIO
Pa3JIMYHBIX THTEPHET-CEPBUCOB.

OcHoOBHBIE cOBeTHI 0 00pHOE ¢ KHOEPOYJIITMHIOM

v' He Gpocaiics B 00ii. JIyummii crioco0: MOCOBETOBATLCS KaK ce0s BECTH W, €CIIH
HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHa4alle YCIIOKOUTHCA. Eciu Thl HauHelIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO e€Ile OOJbIIe pPa30XiKelllb
KOH(DJIUKT.

v' Ynpasnsii cBoeit kubeppemyrarnmeii.

v AHOHUMHOCTPH B ceTH MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 3a
QHOHUMHBIM aKKAyHTOM.

v' He cTouT BecTH XyIMTaHCKHUI 00pa3 BUPTYaIbHOM Ku3HU. IHTEpHET GUKCHPYET
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX Oy/IeT KpaliHe 3aTPyAHUTEIbHO.

v' Cobiroaii CBOi BUPTYaIbHYIO YECTh CMOJIOLY.

v Urnopupyii enuauunbiii Heratus. OmIHOPA30BLIE OCKOPOUTEILHEIE COOOILEHMS
Jydiie UrHopupoBath. OOBIYHO arpeccus MpeKkpaniaeTcss Ha Ha4allbHON CTaIuH.

v  Ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHSIMH, B
COIIMAIBHBIX CETSIX €CTh BO3MOXHOCTh OJOKHUPOBKM OTIPABKH COOOIICHUN ¢
OINPEJEIIEHHBIX a/IPECOB.

v Ecnu TeI cBUzeTenb KuOepOymamura. TBoW MEWCTBHS: BBICTYNUTH IPOTHB
npecienoBaress, IOKa3aTb €My, 4YTO €ro JeHCTBUS OLICHUBAIOTCA HETraTUBHO,
MojAJiepKaTh KEPTBY, KOTOPOW HYyXHa IICUXOJIOTMUYECKAas TOMOIb, COOOLIUTH
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIN TesedoH

CoBpemeHHble cMapThOHBI W IUIAHIIETHI COJEpKaT B ceO¢ BIOJHE B3POCIHBIN
(GyHKIMOHAT, ¥ Temepb OHU MOTYT KOHKYpPHpPOBaTh CO CTaIl[MOHAPHBIMHU
KoMIboTepamMu. OJIHAKO, CPENICTB 3alIUTHI ISl MOJOOHBIX YCTPOWCTB TMOKa OYEHBb
Maiio. TecTupoBaHUE U MOUCK YA3BUMOCTEU B HUX IPOUCXOJUT HE TAK UHTEHCUBHO, KaK
s TTK, To ke camoe kacaeTcss 1 MOOMITBHBIX TIPHIIOKESHHM.



CoBpeMeHHbIE MOOWJIBHBIE Opay3ephbl YK€ MPaKTUYECKH JOTHAIM HACTOJHHBIC
aHaJOrH, OJTHAKO pacIIMpeHrue PyHKIIMOHAJA BIIEYET 32 COOOM OOJIBIIYIO CIOXKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He BCe TMPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIHNE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30IIACHOCTH MOOMJIBLHOTO Tejie()oHA !

v' Huuero He sBJISETCS [MO-HACTOSAIIEMY OeCIIaTHBIM. By b 0cTOpOKEH, Belb KOT/Ia
Tebe MpeanaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIC
YCIIYTH.

v’ Jlymaii, mpekze ueM oTipaButh SMS, ¢hoto win Buaeo. Tl TOYHO 3HACIID, TIE
OHM OyIyT B KOHEYHOM HTOrE?

v Heo6x01uM0 OOHOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa.

v’ Ucnons3yii aHTUBHPYCHBIE IIPOIPAMMBI JUIE MOOMJIBHBIX TEI€()OHOB.

v  He 3arpykail NpUIIOKEHHS OT HEW3BECTHOIO HCTOYHHKA, BEIb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTpaMMHOE 0OecCIieYeHHE.

v’ TlocJie TOro Kax ThI BEIMIEIIH C caiiTa, Te BBOAMI JINIHY0 HH(OPMAIIHIO, 3ai11
B HACTPOWKHU Opay3epa U yJaainu cookies.

v IlepuoauyecKu TPOBEPAl KakWe IUIATHBIE YCIYI'M aKTHBHPOBAHBI HA TBOEM
HOMEDE.

v' JlaBaii cBOii HOMEpP MOOHIBHOrO Tejae(OHA TOIBKO TEM JIFOASIM, KOTOPBIX THI
3HACIIIb U KOMY JIOBEPSICIIIb.

v" Bluetooth moipkeH OBITH BBIKIIIOYEH, KOTIIA THI KM HE MMOJb3yelbes. He 3a0biBaii
WHOT/Ia TIPOBEPATH ITO.

Online-urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUYCHMUS,
00BEIMHAIOIINE COTHH THICAY YEJIOBEK 110 BceMy Mupy. Urpoku rccneayroT TaHHbIH UM
MHUp, OOLIAIOTCSA APYT C APYTrOM, BBIIOJHSIOT 3aJaHUs, CPaXKaroTCsl C MOHCTpaMU U
MOJIy4arOT OMNBIT. 3a YJIOBOJIBCTBUE OHU IUIATAT: MOKYIMAKOT JHUCK, OIUIaYUBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KaKHE-TO OTIIHH.

Bce atn cpencTtBa MIyT Ha MOAJEPKAHUE U PA3BUTHE UIPHI, a TAKXKE HA camy
0€30MMacCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPH3AlMM, BBIIYCKAIOTCS HOBBIE
naTyu (LUQPpPOBbIE 3aIJIATKU JUIsl IPOTPaMM), 3aKPBIBAIOTCS YAI3BUMOCTH CEPBEPOB.

B mogoOHBIX UTrpax CTOUT omacaThCs HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3aLUU OOIBIIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOET'0 UTPOBOI0 AKKAYHTA!

v  Ecin  ipyroit urpok BemeT ceOs IUIOXO WMIM CO3JaeT Tebe HENPHUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB.

v Toxanyiicss aJMHHHCTPAaTOpaM WIPbl Ha IUIOXOE IOBEIECHHE 3TOr0 HIPOKA,
KEJIATEeJIbHO NPHIIOKUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB.

v' He ykasbiBaii TnuHy0 HHOOPMAIHIO B IIPOQaiiie UrpsI.

v’ VBaxkail IpYrux y4aCTHHKOB I10 MIPE.

v He yCTaHaBiIMBai HeOUIIMATbHBIC TATYN U MOJIBI.

v Icrionib3yii CII0KHBIE M Pa3HbIE TAPOJIH.



v Jlaxke BO BpEMsl UTPBI HE CTOUT OTKJIFOYATh aHTUBHUPYC. [10Ka THI MIpaelllb, TBOM
KOMITIBIOTEP MOTYT 3apa3HTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpakel JEHET U JTOKYMEHTOB CETOJHS YK€ HUKOIO HE YAUBHUIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTHI 3J0YMBIIUIEHHUKN MEPEMECTUIINCH B UHTEPHET, U
MPOJIOJIKAIOT 3aHUMATHCS TFOOMMBIMY JEJIOM.

Tak nosiBUIaCh HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WK (PUILMHT, T1aBHAs
1[eJIb KOTOPOTO COCTOMT B IMOJYYCHUU KOH(QUACHIIMAIBHBIX JAHHBIX IMOJIb30BATENCH -
JoruHOB U napoiieit. Ha anrnuiickom s3bike phishing unraercs kak ¢ummar (ot fishing
— pbIOHAS JIOBTISA, password — mapoJib).

OcHoOBHBIE COBETHI 10 00pHOE C PUIIMHIOM:

v’ Cie 3a CBOMM aKKayHTOM. EcCIiM TBI MOJ03peBacliib, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HE0OX0AMMO 3a0JIOKUPOBATh €€ U COOOIINTh aAMUHHUCTPATOpPaM pecypca
00 3TOM Kak MO>KHO CKOpee.

v’ Hcnonp3yii Ge3omnacHble Be6G-CAiiThl, B TOM YHCIIC, HWHTEPHET-Mara3uHOB WU
ITIOMCKOBBIX CHCTEM.

v HIcrionib3yii CIIOXKHBIE M pa3Hble MapoJik. Takum 06pa3oM, eciii Test B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH TOJIy4aT TOCTYI TOJIBKO K OJJTHOMY TBOEMY ITPO(UIIIO B CETH, a HE
KO BCEM.

v Eciu TeOs1 B3IIOMaNH, TO HEOOXOIMMO TPEIYNPEANTh BCEX CBOMX 3HAKOMBIX,
KOTOpBI€ 100aBJICHBI Y TE€0S B APY3bSAX, O TOM, YTO T€OS B3JIOMAJd U, BOBMOXKHO, OT
TBOErO0 UMEHH OyJIET PacChUIaThCA CIIAaM U CCBUIKM Ha (PMIIMHTOBBIE CANTHI.

v' Ycranosu Hagexubii maposs (PIN) Ha MOOHMIBHBIH TenedoH.

v OTKIJIIOYH COXpaHEeHHe maposis B Gpaysepe.

v' He oTKphIBaii (haiisibl U Apyrye BIOXKEHHs B MUCHMaX JAKe €CJIM OHU MPHIILIA OT
TBOUX Jipy3ei. Jlydie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe ITH (Haiisibl.

Mudposas penyrauus

HudpoBas penmyTanus - 3TO HETaTUBHAS WU MO3UTUBHAS HH(OpPMAIUS B CETH O
tebe. Kommpomerupytomas wuHpopMaius, pa3MelieHHass B HWHTEPHETE MOXKET
CEpbE3HBIM 00Pa30M OTpa3UThCs Ha TBOEH peanbHOM xu3HU. «{udpoBas pemyrauus» -
3TO TBOW UMUK, KOTOPBIA (popMupyercs u3 HHGOpMaLuK 0 Tebe B HHTEPHETE.

TBOE MECTO KHUTEIhCTBA, yueObl, TBO€ (PUHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSATCS K MyOJUKAlMyd JTUYHOU
nHpopmaruu B MHTepHeTe, HE MOHUMAas BO3MOXKHBIX TOCHeACTBUM. Thl naxke He
CMOJXKEIIIb JorafaThCsi O TOM, 4To doTorpadus, pasMeIieHHas 5 JIeT Hazaj, craja
MPUYMHON OTKa3a MPUHATH T€0s Ha padoTy.

KommenTtapuu, pasmenienue tTBoux ¢GoTtorpaduii U Ipyrue ASUCTBUS MOTYT HE
HCUYE3HYTh JTaK€ MOCJE TOrO, KaK Thl UX yAAIUIIb. Thl HE 3HACUIb, KTO COXPAHWUII ATy
uH(pOpMaIuio, morasa Jii OHa B TOMCKOBBIE CUCTEMBI M COXPaHUJIACh JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O TeOe OKpYI)KaIoIee JIOAU, KOTOpble HAWAYT W yBHAAT 3T0. Halitu



MH(GOPMAIIMIO MHOTO JIET CITYCTsI CMOXKET JII000i1 - Kak U3 J0OphIX MOOYXIEHUH, TaK U
C HAMEPEHUEM NPUUYMHUTD BPEA. ITO MOXKET OBITh KTO YTOJIHO.
OcHOBHBIE COBETHI 0 3aMIUTe HU(PPOBOH PEMyTANMH:

v’ Tlogymaii, mpex/ie 4eM 9To-To MyOJIMKOBAaTh M MepeaaBaTh y ces B Gyiore wid B
COIIMAJILHOM CETH.

v' B HacTpoiikax mpo(uIsi yCTAHOBH OTPAHUYEHUS Ha TIPOCMOTP TBOETO MPODHIIS
U €r0 COAEPKHUMOrO, CAENAl €ro TONbKO IS APY3Ei».

v' He pasmemaii u He ykassiBail HH()OPMAIMIO, KOTOpas MOKET KOTO-THOO
OCKOPOJISATH WA OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE CTYJICHThI - aKTUBHBIE MOJIb30BATEIN IU(POBOrO MPOCTPAHCTBA.
OpnHako JaneKo He BCe 3HAIOT, YTO MOJIb30BaAHNE MHOTUMH BO3MOXHOCTSIMU LIU(PPOBOTO
MHUpa TpeOyeT cOOTI0ACHHS IPaB Ha UHTEIUICKTyaJIbHYI0 COOCTBEHHOCTb.

TepMuH «UHTEIJIEKTyallbHasi COOCTBEHHOCTB» OTHOCHUTCS K Pa3Iu4YHbIM
TBOPEHUSIM YEJIOBEUECKOTO0 yMa, HauyWHasg C HOBBIX HM300pETEHUI U 3HAKOB,
0003HaYaOMUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, W 3aKaHUMBas KHUTAMH,
dboTorpadusiMu, KHHOPUIBEMAMHU U MY3bIKAIbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHMe TIpaBa - 5TO TpaBa Ha HWHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTH Ha
MPOM3BEICHUSA HAyKH, JUTEPATYypbl U MCKYCCTBA. ABTOPCKHE ITpaBa BBICTYHAIOT B
Ka4yeCTBE TapaHTUHU TOTO, YTO MHTEJJICKTYaJbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyneT
HaIlpacHbIM, 1aCT €My CIIPaBEIJIMBbIE BOBMOKHOCTH 3apa0d0TaTh HAa pe3yJbTaTaX CBOEr0
TpyAa, MOJYYUTh U3BECTHOCTH U pu3HaHue. HukTo 6e3 paspeiieHus: aBTopa He MOXKET
BOCIIPOU3BOJAUTEL €ro MPOU3BEACHUE, PACIPOCTPAHSITh, MYyOJUYHO JIEMOHCTPHUPOBATD,
npojaaBaTh, HMMIOPTHUPOBATh, TMyCKaTh B  MPOKAT, MNYyOJMYHO  HCIOJIHSITH,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uinu pazmeniats B UuTepHeTe.

Hcnonb3oBaHne «IUPATCKOTO» MPOTPAMMHOIO 00ECTIEUCHUSI MOXKET MPUBECTH K
MHOTHM PHCKaM: OT MOTEPU NAHHBIX K TBOUM aKKayHTam JI0 OJIOKUPOBKU TBOETO
YCTPOWCTBA, TJIe YCTAaHOBJICHHBIN HE JierajibHas mporpamma. He ctout Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHBIC 1 OECIUIATHBIE MPOTPAMMBbI, KOTOPbIE MOKHO HAUTH B CETH.



NcTouHnK nHbopmaumu: https://childrenssecurity-school9tihvin.eduface.ru/folders/post/1348280



